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CERT-GOV-GE  - Structural  unit was 
formed within the Information Security 

and Policy division of LEPL Data 
Exchange Agency under the Ministry of 

Justice of Georgia, which processes, 
analyses and solves information security 

incidents.
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We are members of the following organizations:

The Cyber security Executing Arm Of The UNITED NATIONS

SPECIALISED AGENCY of The International Telecommunication Union (ITU)

We are full member of FIRST. FIRST is the Forum of Incident Response and 

Security Teams.

The Trusted Introducer - a.k.a. TI - is the trusted backbone of the Security 

and Incident Response Team community in Europe.

CERT-GOV-GE is Autorized To Use CERT Trademark.



Team Member Certificates:

SANS GIAC Certified Professionals (GIAC) 

Systems and Network Auditor (GSNA)

Hacker Tools, Techniques, Exploits and Incident Handling (GCIH)

Secure Coding in Java/JEE: Developing Defensible Applications (GSSP-JAVA)

TRANSITS: CSIRT Training 

CISSP® - Certified Information Systems Security Professional

http://www.sans.org/


CERT-GOV-GE Constituency



Blacklist Service

 IP and Domain blacklist.

 Different formats for different software.

 Available for Organization's.

 http://blacklists.cert.gov.ge

Safe DNS Georgia

Integrated with Collective Intelligence Framework.

Blocks malware domains and redirecting to warning page.

First DNSSEC  Enabled Resolver In Georgia.

5.159.16.16
5.159.20.20



Network Monitoring Services

NetFlow Sensors (NfDump & NfSen)
Network Analyze NetFlow Data For Security.
Detects:
 SSH Brute Force Attacks.
 Botnets.
 dDoS Attacks.

Sensor Network Services (Snort):

 Automated analysis of the security of the network 
flow problems.

 VRT rules of the Securities and install for free.
 If you wish to separate physical server for the 

organization.



CERT-GOV-GE Honeypots

•Emulation Of Popular Vulnerable Software

•Using Open Source Honeypot Software:

•Kippo (ssh)

•Dionaea (SMB, http, tftp, MSSQL, MySQL, SIP)

•Conpot (SCADA)

•Capturing Attacker IP Addresses

•More Than 2000 Attacks Per Day

Open Source Project.

Monitors Web Pages for Intrusions (Exploits, 
Hacker Signatures,  Information Leakage).

Custom Rule Based Detection.

Website Intrusion Detection (MalSpider)



Penetration Test

Spear Phishing Attack Simulation

• Sending e-mail phishing links.

• Phishing attacks by the organization to personalize.

• Any WEB mobile Simulation Built-in educational page.

• Statistics.





Incident Handling

Contact: incidents@dea.gov.ge



Partners:

CERT-EE



Information Provided Daily About Georgian Infections:

Infected 10 000 IP Addresses

Infected 5 000 IP Addresses

Infected 4 000 IP Addresses

Infected 1 000 IP Addresses

Infected 1 000 IP Addresses

Infected 1 000 IP Addresses

15-20 Phishings

25-30 Deface Web-Sites

15-20 Malware Sites



IP address monitoring portal

15 Million Infected IP,s

180 thousand unique IP’s

















3 Day Course For our Constituency

Basic Incident Handling Training:

• CSIRT introduction

• Incident Handling

• Basic Malware Analysis

• Sysinternal Tools

• Forensics with Linux

• Forensics with Windows

• Case Studies



• Afghanistan

• Moldova

• Macedonia

• Montenegro

• Azerbaijan

• Ukraine

• Mongolia

Cyber Defense Training for IT Professionals

Totally Up to 150 Professional

2-3 Day Cyber and Information Security Sessions:



Cyber EXE Topics:
 Cryptography

 Malware Analysis

 Log File Analysis

 Reverse Engineering

 Network Analysis

 Various Content

Number of Exercises:
 32 Case

 88 Questions

 6 Houers and 15 Minutes

Recommended Tools and Applications:



• Age Limit 25 years

• 50 registered Teams

• 5 exercises

• 35 questions

• Special testing platform



The NATO ARW was promoted by the DEA and supported 

by many regional countries and international 

organizations
ARW at a glance

WS 1
CYBER-DEFENSE STRATEGY 

AND CAPABILITIES

WS 2
CYBER-DEFENSE STRATEGY 

AND CAPABILITIES: GEORGIA

WS 3
CYBER-DEFENSE ASPECTS 

AND TECHNIQUES

WS 4

IMPROVE REGIONAL 

COOPERATION IN CYBER-

DEFENSE

WS 5
INCIDENT RESPONSE AND 

INFORMATION SHARING

WS 6
INTERNATIONAL 

COOPERATION

WS 7
POTENTIAL REGIONAL 

COOPERATION APPROACHES

Georgia exhibits its awareness 

in cyber defense development 

and its intention of being a 

main player in this evolving 

scenario.

As a proof of that, Georgia 

hosts this high-level workshop 

- completely focused on cyber 

defense issues -, in 

participation with NATO, 

neighbors countries and 

international organizations –

an event

PROMOTERS

INTERNATIONAL 

ORGANIZATIONS

STRATEGIC 

PARTNER

REGIONAL 

INITIATIVE 

COUNTRIES

OTHER 

COUNTRIES

UNITED 

STATES

POLAND

HUNGARYITALY GERMANY

ARMENIA AZERBAIJAN BULGARIA

ROMANIA TURKEY UKRAINEMOLDOVAGEORGIA

EEAS

Involved Stakeholders Working Sessions

Advanced Research Workshop, June 30 – July 1, 2015 Tbilisi

Round table



As a way forward countries agreed on initiation of 

the Regional Cyber Defence Cooperation Project
Project Proposal Objectives

1

DEFINE REGIONAL

CYBER DEFENCE

ROADMAP

Outline roadmap and 

implementation plan on 

how to build/improve cyber 

defence capabilities

2

IMPROVE

CYBER DEFENCE

CAPABILITIES

Identify and create tools to 

steer coordination among 

regional and national 

stakeholders

3

Raise awareness through 

events and programs 

addressed to institutions at 

regional and national level

INCREASE CYBER 

DEFENCE

COOPERATION

APPROACH FOR THE REGIONAL CYBER DEFENCE INITIATIVE

PROTECT REGIONAL AND NATIONAL CRITICAL INFRASTRUCTURES   

Develop cyber defence capabilities, tools and techniques to better protect governments and Critical 

Infrastructures (CIs) from emerging cyber threats. The Project will improve coordination in the 

cyber defence domain through a Cyber Defense Alliance.

PROJECT 

PHASES

GOAL



Solved Incidents after the Productive Cooperation  



08/08/2008 Before Attack 09/08/2008 During Attack



Swear words and cruel callings





Cyber Attack was designed very 

smartly. Various Georgian News-

Related web-sites were hacked and 

modified only Specific News pages 

(eg. NATO delegation Visit in 

Georgia, US-Georgian Agreements 

and Meetings, Georgian Military 

NEWS). 







Total unique IP addresses: 339 000

Countries: 160

Attack Type: DDoS SSDP/DNS Amplification

Used Ports in Attack: SSDP port 1900 and DNS port 53

Target: Georgian Financial Sector





Attacks has reached the

maximum limit/bound

on May 24, 2015 when

27,539 Mbps flow

generation was carried,

and 22,836 Mbps from

this number belonged to

SSDP port 1900.

"CERT.GOV.GE" – has actively

started collaboration on the

issue with such forums, as

"FIRST" and "TRUSTED-

INTRODUCER" .



E-mail: cert@dea.gov.ge

Tel: +995 32 291 51 40

Fax: +995 32 291 51 40

Web-page: www.cert.gov.ge

www.facebook.com/certgovge 

mailto:cert@dea.gov.ge
http://www.cert.gov.ge/


Thank You! Questions?


